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1 Introduction

Thank you for purchasing SmartKey Access Control System. The system contains the
Master Controller and the Smart Access Manager (SAM) software. Integrating with
door controllers and smart cards, it forms security system which protects buildings or
premises by controlling door access by authorized persons only. The system can
operate either online and offline. In offline mode, the standalone Main Controller

can operate without connecting with the computer.

SAM provides a user friendly interface for the installation of Main Controllers and
Door Control Units. The software detects connected devices and presents them
clearly in the form of a tree structure in the window to facilitate installation. This
powerful feature is also useful for troubleshooting and allows users to identify

defected devices lying on the security network.

The powerful software comes with a multi-language support. It supports English,
Traditional Chinese and Simplified Chinese language interface. Users can switch
from one language interface to another easily with included translation software.

Other languages are also supported upon request by calling our hotline.

SAM provides reporting function to generate a report to show the transaction log
recorded in the Main Controllers. The First In Last Out report shows the first time
and last time a person accesses to a particular door. Both reports are useful for
human resources management and time attendance. The reports can also be

exported as Excel CSV files and imported to external systems for other purposes.
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2 Configuration in SAM

This chapter gives a general description of setting up the hardware in SAM and
provides instructions for the fundamental data setup which is necessary for the
system to operate.

Before doing any configuration in SAM, you should go through the Installation Guide
and complete the installation.

2.1 Main Menu

Start SAM by clicking the icon /“on the desktop. The Main Menu is displayed as

below. You can navigate to other functions from the Main Menu.

B Smari Access Manager

I File Report Tasks Tools Help

; [ %1 e g =

= I < - Un % Lo =% | @ 4
: Device Setup | Timetables Groups  Card Holders | APB Timetable AFE Config | TA Timetables TA Growps | SyncAll | Transaction | About

=

" [ Costele ITR0S ]
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] Clesr Codn o
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Efectivr Mathod {21 Clesa B Troemciom = =
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71 Tucvalad gy« Hed ek ) Clent Tranee bora i e

" Seqtamea] - Filective doe by bde
{%) Comcarmns - Efecivn ot de mos G

User System Login Time: L8/7/2007 123741 PM
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2.2 Device Setup

Clicking the Device Setup button on the menu bar in the Main Menu will bring you
to the Device Setup function. The function provides a user friendly interface for the

setup of the Main Controllers and Door Control Units as describe below.

1. Click the Scan Devices button. Smart Access Manager - Device Setup

Connectad Devices:
= @ My Computer

2. The system automatically explores all the = £ Unknown Controller (06491000
. =[] Unknown Door (06493005}
Master Controllers and Door Control Units LCD Kevpad Reader (fn)

connected. The default come with Door 1,

Door 2, you can change the SN for Door 1/2 for

faster input.

3. If devices are found, they are displayed as “Unknown Controller” and “Unknown

Door” on the left panel under My Computer icon.

2.2.1 Set up Master Controller

1. Move the cursor to the “Unknown Controller” and left click.

2. Click the right mouse button and a window pops up.

3. Select Add Controller and the Controller will be automatically added as shown

on the right panel.

4. On the Basic tag page, leave the

| Connection | Svstem | Parameter | Network Setup

default value on the Controller ID or o

enter a number to identify the 4 v

. Controller Mame:
controller. It should be a unique [Controller 1

number among all controllers found. SN:
. DB4E0000
Alternately, you can click the

Generate ID button to let the system automatically generate the ID.

5. Enter a name on the Controller Name to describe the controller.

6. Use the default serial number SN or enter the serial number of the controller.
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10.

11.

12.

You can find the serial number on the cover of the package. Alternatively, you

can find the serial number next to the controller icon on the left panel.

On the Connection tag page, select

Basic | n | System | Parameter | Metwork Satup
USB or NETWORK from the drop Connection Trre:
down list of Connection Type. By UoE b
default, the system automatically M Obain IP sutonatically

detects the appropriate Connection
Type.

If the Connection Type is NETWORK, i.e. via Ethernet, uncheck Obtain IP
automatically and enter the IP address and port number of the Master
Controller; otherwise use the default and the system uses DHCP to

automatically assign the IP address with port number 1982.

On the System tag page, under

Basic Connection ;. Parameter | Network Setup

normal circumstances, leave the box
Allow Any Card unchecked. Check

the box only if you want to allow all

[] Allow Any Card
[] Daylight Saving Time

card holders to gain access to the

doors connected to the controller

irrespective of the setting of the card holders in the system.

Check the box Daylight Saving Time (DST) if your country adopts DST; otherwise
leave it unchecked by default.

On the Parameter tag page, the

Basie Comnection | Swstem | Parameser | Netwerk Semp

default values, which controls the

Feesend Count:
throughout of the communication S :

Hesend Time:
between the Master Controller and 0 .
the computer, work fine under Riply Dy

A
normal circumstances. Adjust the

parameters only if you get

connection problems.

On the Network Setup tag page, make any necessary changes if the connection
is via Ethernet.
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Basic | Connection | System | Parameter | Network Setup

MNetwork Setup

Obtain [P antomatically

Apply Cancel

¢ The system allows the setup of SAM on the computer remotely connected to the
Master Controller via Ethernet. For more information about the setup of the
controller under this circumstance, please visit our website or call our support.

2.2.2 Set up Door Control Unit

1. Move the cursor to the “Unknown Door” and left click.

2. Click the right button of the mouse and a window pops up.

3. Select Add Door and the Door will be automatically added as shown on the right
panel.

4. On the Basic tag page, leave the |Feic |Aces Coaticl| Avtomation

default Door ID or enter a number to Dear 10
. . . ! ¥ Generate [O
identify the Door Control Unit. It :

Dot Mamee:
should be a unique number among A S

21 H
all Door Control Units found. S4BETon4
Alternately, you can click the ST ol s
Generate ID button to let the system Ao Time(ech

10

4%

automatically generate the ID.

5. Enter a name on the Door Name to describe the door attached to the Door
Control Unit.

6. Leave the serial number SN or enter the serial number of the Door Control Unit.
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e

wy

10.

You can find the serial number on the cover of the package. Alternative, the
system discovers the connected device and displays the serial number next to

the door icon on the left panel.

Change the Open Time in second of which the door remains unlocked after a

card holder opens the door.

Change the Alarm Time in second. If a card holder opens the door and does
not close it for a period as specified in the Alarm Time, the alarm will be

triggered

The parameters Open Time and Alarm Time depend on the type of door and
the door installation. Please consult your vendor providing the doors if they
support these features. The typical value of Open Time is 1 second for Drop
Bolt type electric lock and the magnetic lock is 5 second. If you have any

further queries, please visit our website or call our support.

On the Access Control tag page, check the box Enable Door PIN and enter a

four-digit Door PIN. Select the
Door PIN Timetable in which the

i 1| dutomeation

. . . [] Enable Doar PIN
PIN setting is effective. As a

result, anyone can gain access to
the door by entering the Door
PIN without using the smart card. _
Enable Fire larm

Uncheck it if it is not necessary.

Check the box Enable Fire Alarm if you want this door open during fire alarm
occurs. Note that this feature is available if the Master controller connected to
Fire Alarm system. For further queries, please contact your installation

contractor.

It should be noted that the PIN is different from that of the card holders as

described in the later section.

On the Automation tag page, check

Baste | Mccess Contrel | Automation |

the box Enable Always Open

|| Emablie Aways Cpen T Table
Timetable and select the

corresponding Timetable so that the
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W

11.

door remains open during the selected period. Normally, leave it unchecked
by default.

The parameter Enable Always Open Timetable depends on the type of door and
the door installation. Please consult your vendor providing the doors if they
support the feature. If you have any further queries, please visit our website or

call our support.

Finally, click the Apply button to make the changes.

2.2.3 Set up TA Terminals

12.

13.

Move the cursor to the “Unknown TA” and left click.

Click the right button of the mouse and a window pops up.

Select Add TA Terminal and the TA will be automatically added as shown on the

right panel.
Basic
On the Basic tag page, leave the default TA ID
; i i T4 1D:

or enter a number to identify the TA Terminal. ke -
It should be a unique number among all TA T p—
Terminal found. Alternately, you can click STH“
the Generate ID button to let the system 07205082
automatically generate the ID. T4 Timetable:

AllTn >

Enter a name on the TA Terminal Name to describe the TA attached to the

Master controller.

Leave the serial number SN or enter the serial number of the TA Terminal. You
can find the serial number on the cover of the package or the back of TA
Terminal. Alternative, the system discovers the connected device and displays

the serial number next to the TA Terminal icon ( E) on the left panel.

Change the TA Timetable for Automatic change In/Out period for that Terminal.

You must create new TA Timetable before set this setting.
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2.3 Timetables

The Timetables menu provides two functions, namely Timetable and Holidays.

2.3.1 Timetable

The Timetable function allows you to define the time zones of door access on

business days and holidays. You can create different timetables for different groups

of people. In this way, you can control the door access of different groups of people

in different time zones.

| % Normal Access | Card + FIN | X Clear all |
Pl Moa Tw Wed Tha Fi Sa1 Sma  Holdayl Hildiy 2 s}
Borbends . b 1484
001500 - 002044
B0 . DTSR
DOLA5.00 - O3 S
E10000 . OE14 50
CRETRCIF. T
Bl - QU
145000 . 00 S50
E200000 - 021859
B 508 . g
030000 - G 2
EPASE0 . 02 RIR
£3,00.00 - GA14.50
EX 1500 . CATRIR
033000 - G 4850

PRI MWW
Lagmad 0000090 - 014 50
I_ Aéces Gagied Bl 15000 DL TR 50

- v Dried wid FIN M.

I_ Right Cick - Aocem Denasd BLALOS - B SR EN
BADE00 . 514 50 i

o J[omn ][ amv |

To create a new Timetable Name:
1.  Click the Add button ..

2. Enter the name of the new blank record created at the bottom.

3. Click the Access mode on the tool barl Hemalacess]  camd+ i % Clearal Normal

Access is card only while Card + PIN is required the Indivual User PIN after

present card.

4.  On the right panel, move the cursor to the desired time slot.

5. Click the left mouse button and the time slot is changed from white to
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green/light green which indicates the door access is granted.
6. To select a range of time slots, hold the left mouse button and drag the mouse
and release the button. The selected time slots will be changed to green/light

green.

7. To change the selected timeslot to access denied, follow the procedure 4-6 but

click the right mouse button.
8. Click the Apply button to make the changes.

To remove an existing Timetable Name:

1. Position the cursor to the Timetable Name which is to be deleted.

2. Make sure that no existing Card Holders use the selected Timetable Name.
Use Related Settings to check.

3. Click the Delete button ..
4. Click the Apply button to make the changes.

To check which existing Card Holders are associated with the Timetables:
1. Position the cursor to the Timetable Name to be checked.

2. Click the Related Settings button %5 .

3. Theresults are displayed as shown below.
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Related Settings

™ The Time Table 'office hours' is used by the-following_settings, and 1t 12 not allowed to remove.
M Fon must resolve the problem first.

Function
»

Property Walue

Group Name | Accountant
Group Group Name | Accountant
Group Group Mame |FProgrammer
Group Group Name |Others

2.3.2 Holiday

The Holiday function allows you to define the holidays in the system. There are two
types of holidays available in the system, namely Holiday 1 and Holiday 2. In some
countries, there is more than one kind of holidays, e.g. in Hong Kong there are public

holidays and labor holidays. You can define different timetables for the two types

of holidays.
Thigus! Mkl
Boboi g n
ik Weday Tope_Vldnbog T |
BT L1 = Jam o3
e Yam S | = gt e
" - iy | (TG
s B Wi i Beder | = DO
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To create a new Holiday — Method 1:

1.

Move the cursor on the desired date on the calendar on the left panel and click

to select.
Enter the Holiday Name.
Select the Holiday Type from the drop down list.

Click the Add button |_* | and the record will be added.

Click the Apply button to make the changes.

To create a new Holiday — Method 2:

1.

Click the Add button ..

Enter the Holiday Name of the new record created at the bottom.

Select the Holiday Type from the drop down list.

Enter the Holiday Date or select from the drop down list.

Click the Apply button to make the changes.

To remove an existing Holiday:

1.

2.

3.

Position the cursor to the Holiday which is to be deleted.

Click the Delete button %

Click the Apply button to make the changes.
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2.4 Groups

P.12

The Groups function allows you to define the door access right and the

corresponding timetable of a group of people.

Smart Access Manager - Groups

[4 4 | b bl |d= X =5

[ 4 4 b M | X A

Group Name Lo Passback Timetable

Door

In Timetable

Ot Timetable

No AFE b

Dot

24-howr

™ | 24-hour

No AFB b

No AFE b

Door 2

b

24-houx

[=n

24-hour

Apply

To create a new Group:

Click the Add button . on the left hand tool bar.

1.

Enter the Group Name of the new record created at the bottom on the left

panel.

Select the Door from the drop down list on the right panel.

Select In Timetable from the drop down list.

Select Out Timetable from the drop down list.

Note that if the door has a keypad reader and Timetable has set Card + PIN, the
group will be required indivual user PIN to access the door.
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7. For faster input the doors, you can click % on the right hand tool bar. Then

a dialog will show as

Smart Access Manager - Add Doors

Door Mame
L] Dwoor 1
L] Dioor 2
In Timetable:
|offic:e houar ~ |
Ot Timetable:
|office hour Eva |

Simplify click the door(s) and select the default In, out timetable, then click Add
8. Click the Apply button to make the changes.

Remarks :

Added a Blank Door Row will cause error message as below when click “Apply” or “OK”
|

0 F TN T ST i
Anti Fasshack Timetable Il B . Door
- Mo AFE ~ | Doox (08313195}
Mo APE
1o arE

We are sorcy. The Smert Access Mansger sncounter sn exror snd the emor is recorded in the log file. If
the exror appear xesularly, Flease copw and paste(click “Copyr') the following message to our supports
D it e smarthesrfid Gom

= et |

click “ignore error” then click delete button A to delete the blank door row to solve it .

To remove an existing Group:
1. Position the cursor to the Group which is to be deleted.

2. Click the Delete button 4.
3. Click the Apply button to make the changes.

s.¢ Each door can only link to only one Timetable; otherwise an error will be

displayed.
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2.5 Department

The Department function allows you to group card holders in terms of department.

Select the main menu, Task\Department:

To create a new Department Code:
Smart Access Manager - Department

1.  Click the Add button ..

TR -
Department Code Department
2. Enter the Department Code of the ENG Engineering
new record created at the bottom. RD R&D
AC Acconnting
HE Human Eesource
3. Enter the name of the Department. v

4. Click the Apply button to make the changes.

To remove an existing Department Code:
1. Position the cursor to the Group which is to be deleted.

2. Click the Delete button %
3. Click the Apply button to make the changes.

\':( Department Code is not allowed to repeat.
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2.6 Card Holders

The Card Holders function allows you to define the door access right of an individual.

Personal details and photographs of the card holders can be maintained for

additional identification.

sSmart Access Manager - Card Holders
of 2 | b ¥l |58 K
Sudl [D Firyt Hume Last Nome Card ID Group TA Grup  Departowent Enable Alwwyn Valid  Velid From Valid To
e 1EGTEI735 |G Allln = [#] 172000

Thumas AL Fallxe

ANLD0G3

Perscmal [dormation. | Buwim Erdnomabics | Coieos befromat Aesess Rughts Relaked
Sudl [D: i Card [D:
- S46541
Ferrt Wamme: FIN
Bl : LALL]
Last Mame Gmup:
Thomas Gollice o
TA Grep
Divzactrest | -
- T
Description [#] Essble Tha Card
] Abwaye Vel

| 6 Rt Ak Pussbick shats

[ox || comt || e |

To create a new Card Holder:
1.  Click the Add button ..

2. Enter the Staff ID, First Name and Last Name of the Card Holder.

3. Select the Department from the drop down list. (Refer to previous section for
the creation of Department).

4. Enter the Description of the Card Holder as necessary.

5. Enter the Card ID of the smart card.
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Remarks : How to get the card ID

Method [A]

Read the card ID by another stand alone reader and drop down the card ID
Method [B]

make sure all the readers already connected with the Door units & controllers and the

SAM software is installed properly

Go to main menu = transaction = real time scan (icon)

Then put the card on any reader to read

A long beep will be heard and an invalid card message will be show on the
transaction.Double click on the invalid transaction column .

The screen will switch to card holders menu and the card ID will be shown on the field

automatically.

6. Enter the PIN if a PIN is required to gain access to the door; otherwise leave it

blank. (valid for the reader with keypad version only)
7. Select the Group as defined in the previous section from the drop down list.
8. Select the TA Group as defined in the previous section from the drop down list.

9. Check the box Enable This Card to make the setting the card to take immediate
effect. Uncheck the box will disable the card.

10. Check the box Always Valid to enable the card with no expiry date. Uncheck
the box and input the valid period of the card.

11. Optionally, you <can upload an
photograph of the Card Holder by
clicking the button in the middle white
box. A window will pop up to guide =

to import the image.

12. On the Extra Information tab page, enter personal details of the Card Holder as

necessary.
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13. On the Custom Information tab page, enter additional information as necessary.

14. Click the Apply button to make the changes.

To remove an existing Card Holder:
1. Position the cursor to the Card Holder which is to be deleted.

2. Click the Delete button #..

3. Click the Apply button to make the changes.

e Asearch function is provided to allow you to easily locate the Card Holders.
You can enter the Staff ID, First Name, Last Name or Card ID and click Search
Button. A list of card holders with details matching the criteria will be
displayed. To reset the list, click the Clear Search button.

e  Staff ID is a unique indentify the person and his/her transaction. Once enter,
please don’t change otherwise you can’t view the person’s transaction.
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2.7 TA Timetables

2.7.1 TA Timetable

The TA Timetable function allows you to define the time zones of TA access on
business days and holidays. You can create different timetables for different groups

of people. In this way, you can control the TA access of different groups of people in

different time zones.

Smart Access Manager - TA Timetables
TA Timetsbles
» bl % x| TAIn [TAOut] % Clear all J
Timatable Name Feacd Mon Toe Wel The Fo  Sat Sun Holdayl Holdey2 =
34500 - 05659
040000 . 04 14 58

D500 = DACFR S
0450 00 - D4 44 55

B0 - DALY
0500000 - D5 1LY
051500 - IR 58
05000 = I 4435
054500 - 05 50 59

Legersd

[ Al 60000 - 051449
. o 861500 - 05 2958
r i D000 - 064458

050500 - [2:5020

Lok J[ comt J[ s |

To create a new TA Timetable Name:
1.  Click the Add button .

2. Enter the name of the new blank record created at the bottom.

3.  Click the Access mode on the tool bar TAIN | TAOut || % Clear all
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4. On the right panel, move the cursor to the desired time slot.

5. Click the left mouse button and the time slot is changed from white to

green/light green which indicates the In/Out.
6. To select a range of time slots, hold the left mouse button and drag the mouse
and release the button. The selected time slots will be changed to green/light

green.

7. To change the selected timeslot to access denied, follow the procedure 4-6 but

click the right mouse button.
8. Click the Apply button to make the changes.

To remove an existing TA Timetable Name:

1. Position the cursor to the Timetable Name which is to be deleted.

2.  Make sure that no existing Card Holders use the selected TA Timetable Name.
Use Related Settings to check.

3. Click the Delete button ..
4. Click the Apply button to make the changes.

To check which existing Card Holders are associated with the TA Timetables:
1. Position the cursor to the TA Timetable Name to be checked.

2. Click the Related Settings button %3 .

3. Theresults are displayed as shown below.
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Smart Access Manager - Related Settings

Yo The Timetable 'All In'is vsed by the following settings, and it is not allowed to remove. ¥ou muost
'\\) reznlve the problem fivst.

| Function Property Value
Device Setup | TA Terminal name | Main Door Q)

2.8 TA Groups

The TA Groups function allows you to define the groups of TA Terminals

Smart Access Manager - TA Group

Group Name T4 Terminals

Main Door (IN)
All out

[ 0K H Cancel J Apply

To create a new TA Group:

9. Enter the Group Name of the new record created at the bottom on the left

panel.
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10. click = on the right hand tool bar. Then a dialog will show as

Smart Access Manager - Add TA Terminals

T4 Temminal name
Terminal 1

OO

Terminal 2

Add l [ Cancel

11. Simplify click the Terminal(s) then click Add
12. Click the Apply button to make the changes.
Remark :

s Nil function under TA selection menu , pls use L% toaddaTA group

Added a Blank TA row will cause error message as below when click “Apply” or “OK”

The St Aroto Misskgen s s r sl e sro s reoeded @ e lag fde 17
, ot ey sal rastess bk [ 5 S ey
i

click “ignore error” then click delete button A to delete the blank TA row to solve it .

To remove an existing TA Group:
4. Position the cursor to the TA Group which is to be deleted.

5.  Click the Delete button %
6. Click the Apply button to make the changes.

P.21
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2.9 Anti Passback

Anti-Passback (APB) is a direction control mechanism in access control. For example,
Peter enters Room A and he can not enter Room A again if he doesn’t exit from Room
A. Furthermore, APB can set a desired path for human. Refer to the following figure,
a possible path is Room A - Room B - Room C ->Room B, etc. APB can block the
path for Room A - Room C.

Room C

Room B

Room A

2.9.1 Setup Anti Passback Config

Click Tools\Anti Passback config in main screen menu.

In Anti Passback config screen, click the desired Master Controller on the left hand
side, as shown
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Smart Access Manager - Anti Passback
23 Conmte G751 P o Fox Foom Foom
by Cotrnillar
. Pl it RoomC@¥) o B BUD AITH) AGOT)
b Boom Ry I
Room C{OUT)
Fooom E{IN)
F| FomBOUT)
T Rosm AN}
a|  Foom AEUT)
1]
£ | i
Legrel i
|_ Aerws (raaimd
|'_ Right Click - Loos
Cox J(em )

The Horizontal is To Door and vertical is From Door, now we are set the path Room A
- Room B - Room C - Room B - Room A, left click the box to select the path or

right click to clear the box as shown in the following figure:

To Doar

Room Room Room Room Room
Foom C{IN) COUT) BN} B(OUT) AT A(DUT)

Foom C{IN)
Foom CiOTT)
» Foom B{IN)
Foom BiOUT)
Foom L{IN}
Room L{OUTTy

~ood HEowm

2.9.2 Setup Anti Passback Timetables

1. Click Tools\Anti Passback Timetables in main screen menu.

2. A Anti Passback Timetables screen will appear, the left hand side is Timetable
name and right hand side is timetable setting, APB has two modes: Hard and
Soft.

B Hard mode — The Cardholder must follow the path
B Soft mode — The Cardholder can follow the path, but the system will block

one time if he break the APB rule, that is need to present card twice.
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Smart Access Manager - Anti Passback Timetable

At Passhack Timetabls |
[4 4 | b b |2 X =F ]OHard mode | Soft mode | ¥ Clear all |
Timetable Name Period Mon Tue Wed Thu Fri st Sun  Holidey 1 Holiday2

00:00:00 - 00:14:58
00:15:00 - 00:29:55
00:30:00 - 00:44:59
00:45:00 - 00:59:59
01:00:00 - 01:14:59
01:15:00 - 01:29:59
01:30:00 - 01:44:55
01:45:00 - 01:59:59
02:00:00 - 02:14:59
02:15:00 - 02:29:59
02:30:00 - 02:44:59

Legend: 02:45:00 - 02:59.59
Hard Mode 03:00:00 - 03:14:59
- Soft Mode 03:15:00 - 03:29:59

l_ Right Click - No Anti Pasth  03:30:00 - 03:44:59
03:45:00 - 03:59:59

|€

(o (o]

To create a new Timetable Name:
1.  Click the Add button .

2. Enter the name of the new blank record created at the bottom.

3. Click the Access mode on the tool bar#Hard mode| Softmode | Clearall t/qrq

mode is no exception on APB while Soft mode can bypass the rule(need present

card twice.

4. On the right panel, move the cursor to the desired time slot.

5. Click the left mouse button and the time slot is changed from white to

green/light green which indicates the mode.

6. To select a range of time slots, hold the left mouse button and drag the mouse
and release the button. The selected time slots will be changed to green/light

green.

7. To change the selected timeslot to No Anti Passback, follow the procedure 4-6

but click the right mouse button.
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8. Click the Apply button to make the changes.

To remove an existing Anti Passback Timetable Name:

1. Position the cursor to the Timetable Name which is to be deleted.

2.  Make sure that no Group(s) uses the selected Timetable Name. Use Related
Settings to check.

3.  Click the Delete button %
4. Click the Apply button to make the changes.

To check which existing Groups are associated with the Timetables:

1. Position the cursor to the Timetable Name to be checked.

2. Click the Related Settings button 5

3. The results are displayed as shown below.

Related Settings

') The Time Table 'office hours' 15 used by the following sethings, and it 15 not allowed to remove.
Sy Fon must resolve the problem first.

Function

‘Group

Property Walue

L4 Group Name . Accountant

Group Name | Accountant

IGroup Group Mame |FProgrammer

I Group Group Name : Others
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2.9.3 Setup Anti Passback in groups

1. Inthe Main screen, click the Groups button.

2. On the left hand side, Choose the desired Anti Passback timetable for each

groups:

Smart Access Manager - Groups

4 4 |k M |2 X
In Timetsble  Out Timetable

At Passhack Timetable
No AFE b
No AFB b
APE b

24-hour ¥ | 24-hour b

24-hour ¥ | 24-hour b

[ [0):4 ][ Cancel J Apply

3. Click the Apply button to make the changes.
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2.9.4 Reset Anti Passback status for one Cardholder

1. Click Tasks\Cardholder in main screen’s menu

2. Select a cardholder, click the Reset Anti Passback status button on the right
bottom side of screen.

Smart Access Manager - Card Holders B3
|1 Infl;f bl | dh K | Sea 1 ;*-Sﬂfd‘l i Clear Search | Show All Field | & Import
i ID Firet Wame Lot N Caad I Groep TAGroog Department Ersble  Abwiys Vald  Vald From Vaiid To

Persorsl [afarmution | Exirs [nformation | Curien ndocmation _ ibccess High el
Ewit D _ 1 CadlDx
- 1ET6IT2E
Fret Buze N
Lact Hoerm Jmap
Tk W
TA Grog:
Dpartmunk Alln -
v
e [] Erabls Thit Casd
[s] Abwaprs Talid

( | BE oot 0o Pasthack ot '

[ = J[ oo ]
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2.9.5 Reset Anti Passback status for one Cardholder

1. Check the checkbox Reset Anti Passback status in the main screen

2. Click Upload button

A& Smarl Access M.-:ll.iuﬂ
i File PReport Tasks Tools Help
: Lz - LB ¥

et i

I | PR Y ‘_?
B i LAy
: Device Setup | Timetables Groups Card Holders | APB Timetable APE Config | TA Timetables

T Twmhmsabon

i) Comtrodar 72310053

| Gt Coatroler Indo | |S&u5¢bﬂd |

[+] Dplicad Comlifasaticn
[=] Uplosd Capdz
| Pesed Anbi Panhack ristan

Dierwrriiiu]

{5) A1l Drdowrloaded] Transactions
Q Dedereritnded Tradins b bibessn

Clee Cansbrulers
[ ] Clesr Candipunstion
[ Clear Cudn
15 Hont o Tomesnction
1 Clear AR Trarosetons
) Sievelate uely - Moot Effecter (03 Clear Transctioms up o
() Gequenbind - Effectn oo by ome
() Concumeat - Effective o the o time

Effectoe Meshod

Usr: Systism Losgin Time:  19/7,/2007 09:47:49 AM

2.9.6 Anti Passback Limitations

P.28

Local scope — The APB information is store in each controller and doesn’t share

information between Master Controllers. For Example, you can’t control the

sequence when Room A in Master Controller A and Room B in Master Controller B.
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2.10 Emergency Card

The Access Right and Cardholders information is store in Master Controller while
Emergency Card is store in Door Control Unit(DCU). When the Emergency Card was

stored in the DCU, any of the following situations can be open the door:

1. Master Controller was damaged
2. Master Controller has no power

3. The cable between Master Controller and Door Control Unit was damaged

However, the following condition must meet:
1. Door lock has backup battery

DCU has backup battery

Reader has backup battery

Cables between DCU and Reader is no damage

vk w N

Cables between DCU and Door lock is no damage

Setup Emergency Card
1. Click Tools\Emergency Card in main screen’s menu

2. Click the Add button ™ on the left hand side tool bar.

3. Enter the Card ID, Holder Name in the right hand side

4. Repeat step 2-3 for another card

5. Click the Apply button to make the changes to Database only.

6. Click the Clear Emergency card from DCU button

7. Click the Upload Emergency card to DCU button
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Smart Access Manager - Emergency Card

i Warning: The following Emergency Cardz will sand to all Dioor Control Tndt which is nsd for emergency open any door even the
{fL Mazter Controller damnage or E3485 line iz damage. Misuse the emergency cord will canse sscurity problens. For more detadl, plesss
refer to Installation Gruide.
P41 of1 |k F
| | | ! | Ea! Card ID:
- Card ID Holder Name Dezcription ||3123455 |
; iy Holder Wame:
|secu.tity guand 1 |
Dlescription:
3 Clear Emergency Cards from DCTT l [@ Upload Evaergency Cards to DCT ] [ QK I [ Cancel I [ Loplyr ]

Hj,:_‘{ Clear Emergency cards from DCU means no emergency card in DCU but
database has the card.

The maximum number of Emergency cards for the DCU is 10, while database is
unlimited.
Upload and Clear Emergency card function will apply to ALL the doors.

If the DCU was replaced, it is required to click the Upload Emergency card to DCU
button After the Device Setup
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2.11 Administration

Smart Access Manger allows multi-user administration. For example, Manager is
allowing to full access (Administrator) in SAM while accountant is allow to view First
In, Last Out Report (User) only.

2.11.1 Create Administrators

1. Click Tools\Administration on the main screen’s menu

2. Click the Add button . on the left hand side tool bar.

3. Enter the Login, Password in the right hand side

4, Check the checkbox Administrator

5. Repeat step 2-4 for another user

6. Click the Apply button to make the changes

Smart Access Manager - Administration

[d 4| b bl dn X |

Login:
|peher |

Pazpword :
| ok |

Description:

Enable
Administrator

(o (e J (o ]
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2.11.2 Create Users

1. Click Tools\Administration on the main screen’s menu

2. Click the Add button . on the left hand side tool bar.

3. Enter the Login, Password in the right hand side

4., Un-Check the checkbox Administrator

5. Select the Access right for Smart Access Manager for the user on the right bottom
side.

6. Repeat step 2-5 for another user

7. Click the Apply button to make the changes

Smart Access Manager - Administration

_|l. 4 |k .-il';}'}ﬂ |

[+] Enahle
] i
Basiz | Ardvsosd | Repocl |

Tuislable:

& View only 3 Allow Edit
[=#] Groups

£ Vivw anly {5} Allrer Bt
Holulay

&) Yarw only ) Allersr Bl

&) View only ) Allerw Edit
[[] 1A Tummhble

Woraa sinlu B lvas Bl

o J (o= J[om ]

sz Only Administrator has a right to access the Administration.
SAM must have at lease one Administrator.

Login screen will not appear If no Administrator and user.
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2.12 Sync All/Sync Selected

After the setup has been completed in the computer, the settings have to be
uploaded to the Master Controllers. You can run synchronization with all or
selected controllers. The configuration and card holder information will be
populated to the controllers. After the synchronization, the Access Control System
is ready to use.

“;1? The time of the computer and the Main Controllers gets synchronized during this
process.
2.12.1 SyncAll

1. In the Main Menu, click the Sync All button so that the configuration and card
information of all the Controllers will be synchronized.

2. The synchronization starts immediately and a window pops up to show the

progress.

3. Upon completion, the window closes automatically.

Smark Access Manager - Eyne [nformation

Svm:h-uli.allinl
u Total: 1 Sweems0  FadlsD
Svac Fal
Chack Upboad Updoad Apply Drowndoad Azalimis Stare
Controllit | gyyping Confignration Cands Changes Transsetion Trantactiont Trantactons R

ot

2 i -Clnw
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2.12.2 Sync Selected

1. On the left panel of the Main Menu, check the box of the controllers to be

synchronized.

2. Click the Sync Selected button.

3. The synchronization starts immediately and a window pops up to show the

progress.

4. Upon completion, the window closes automatically.

At the left hand corner of the Main Menu, there are three Effective Methods which

affect the Synchronization process.

Simulate only — Not effective

The synchronization runs without actually uploading the data to the Main Controllers.
This is used to check the connection between the PC and Controllers before actual

upload takes place.

Sequential — Effective one by one

When there is more than one Main Controller connected, the same set of data is
uploaded to the Controllers one after the other. When this method is selected, the
data in a Controller is effective right after the synchronization of that Controller is
completed. As a result, there is a time during which the data in all the Controllers

are not in line during the synchronization of all the Controllers.

Concurrent — Effective at the same time (default setting)

When there is more than one Main Controller connected, the data in all of the Main
Controllers will get effective at the same time after the synchronization of all the
Controllers is completed. In other words, all the Controllers have the same set of

information at all of the time.
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3 Miscellaneous Functions

This chapter describes the miscellaneous functions available in SAM. The functions

include reporting, upload/download and customization of the system.

3.1 Report

After the data are downloaded from the Main Controllers to the computer, you can
generate two reports, namely Transaction Report and First In, Last Out Report, to
review the transaction log in the Controllers.

3.1.1 Transaction Report

The report shows the complete set of transactions logged in the Controllers. It
provides details of the transactions such as Controllers, Card Holders, Doors, Events
and Time. The report is useful to track who and when has entered a particular door
in case of investigation.

Smart Access Manager - Transacti

1 of 383 | b M p.F Search & Clear Search | & |22 @ B | % o ;TI]E
Tumw Derpartmemit: Card HaMersr
j & a1 [#] fuaunt Degatemat [#]) Loy, Funnmcon (UL 7207 FY
b it [+] Blomen Pescomncs [ o Miic has D00 2 001 E)
7 Tine Detwesn [ o Sunor00033I 7111}

[ Rha D00 33T35T)
] » P PO 3875301,
[ + Tnsrphine 3287547
[ o e DOUFF P95
[ » Do IOLRRRTT)

[] » Db (0003 XEMES) w
Do TH& Termasnks Eventy
[#] LU wath B-Cand [+ Tewnmal 1 [#] Alaums UFF #
Wikcraen Doy, [UEASET) E Teennoal 2 E Az UH

[s] AT transacon cesmed

[w] At pausback-Hesd (IN)

[#] At peagback-Hesd (OUT)

[ At proshach Rasd [TA] (IN)

[] #ish presbiach-Hasd [TA] (U T)
[#] Ak prmleack-Talt {LH}

[#] Ak proleack-Talt (OUTH w
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To create the report:

1.

2.

3.

4.

5.

6.

7.

8.

In the Main Menu, click Transaction Report under the Report Menu.

In the Transaction Report function, click filter button . select Time,

Department, Card Holders, Doors and Events.

Click Refresh and the transactions meeting the selection criteria are generated

on the screen.

Enter the keyword in the Search field and press the Search button. Only
records containing the keyword will be displayed.

To export the results to a CSV file, click the Export button on the top menu bar.
Select the fields to be exported and click the button.

Enter the destination file.

Press the Export button to generate the output file.

3.1.2 First In Last Out Report

The report provides tracking records of card holders the first and last time accessing

the doors within the requested period.

anper - Fieid i Liak Oal Hepai
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To create the report:
1. Inthe Main Menu, click First In Last Out Report under the Report Menu.

2. Enter the Time, Department, Card Holders and Doors.

3. Click Refresh and the transactions meeting the selection criteria are generated

on the screen.

4. Enter the keyword in the Search field and press the Search button. Only
records containing the keyword will

T
be displayed.

5. To export the results to a CSV file,
click the Export button on the top

menu bar.

g

6. Select the fields to be exported and

click the = button.

7. Enter the filename and the destination directory.

8. Press the Export button to generate the output file.

3.1.3 Report Template

In report, the filter can be saving as a template file and load the template later.

1. For save template, click “=%  on tool bar

. cx
2. For save template, click on tool bar
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3.2 Upload Function

In the Main Menu, the Upload function allows you to transfer the configuration
and/or Card Holders data defined in SAM from the computer to the Controllers. If
both configuration and Card Holders are selected, the results are the same as

Synchronization as described in the previous sections.

Uplead
[#] Upload Confiparation

== ‘ Upbead ‘
1] Uplead Cards

1. In the left panel of the Main Menu, select the Controllers to which the data will

be uploaded.

2. In the Upload section, check the box Upload Configuration to if you want to

upload the configuration.

3. Check the box Upload Cards to if you want to upload the Card Holder
information.

4. Click Upload button to start the upload process.

5. Click the Close button upon completion of the process.

3.3 Download Function

In the Main Menu, the Download function allows you to download the transactions

logged in the Controllers to the computer.

el

&) All Undownleaded Transactions Divaload

3 Vedowrnloaded Transactions batwees Transacticn

1. In the left panel of the Main Menu, select the Controllers from which the data
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will be downloaded.
2. In the Download section, select All Undownloaded Transactions if you want to
download the transactions which have not been downloaded before since the

last download.

3. Select Undownloaded transactions between and enter From/To Data/Time to
download the transactions within a particular period.

4. Click the Download Transaction button to start the download process.
5. Click the Close button upon completion of the process.
¢ If transactions already exist in the SAM database, download the same set of

transactions to the database will not overwrite the existing data. As a result,
duplicated transactions will be kept in the database.
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3.4 Clear Controllers

In the Main Menu, the Clear Controllers function resets the configuration and/or
card holder information and allows you to remove the transaction log in the

controllers.

Clear Contredlers
| Clesir Comlagnmtaon
[#] Clear Cards ‘ lear ‘
() Mot iy Transrotaon -

{73 Clear All Transictions

Symbivm Rl

(%) Clear Transsctions up toe

206G- 1227 (| E300:30 -

1. In the left panel of the Main Menu, select the Controllers in which the data will

be cleared.

2. Check the box Clear Configuration if you want to clear the configuration setting.

3. Check the box Clear Cards if you want to remove the card holder information.

4. Select Not Clear Transaction if you do not want to remove the transaction log

5. Select Clear All Transaction if you want to remove the entire transaction log.

6. Select Clear Transaction up to and enter the Date/Time if you want to remove

transaction log from the beginning to the specified date.

7. Click the Clear button to move to the System Reset Screen.

8. Click the Reset Now button to start the process.

9. Close the window upon completion of the process.

10. Alternative, you can click the System Reset button to clear configuration, card

holder information and all the transactions in one go.
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3.5 Remove Transaction

The Remove Transaction function allows you to permanently remove the
downloaded transactions stored in the database. You can either remove all the
transactions or transactions within a particular period. In general, it is not advised
to remove transactions in the database. If you come across any database problem
and need to run the process, please consult your database administrator or call our

support.

Smart Access Manager - Eemove Transaction in Database

Flease select the transaction in Database wou want to remove
permanently,

K (@)iTon' temove any lransaction

(O Remove All Transaction

() Remove the transaction between

3.6 Customize

3.6.1 User Interface

SAM provides an option to allow you to select the preferred language interface.
The software comes with three languages, namely English, Simplified Chinese and
Traditional Chinese. The default is English. If you need other language interfaces

than English and Chinese, please call our hotline for further details.
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Smart Access Manager - Customize

Uter [ntotace | Advanced | Srhedule | Tmmmeson Color

Laepape

Enghith -
Rasvwe Cradirs

Lzt Hane, Fusl Nume b

3.6.2 Transaction Color

P.42

SAM allows showing the transaction as desired color. For example, a break-in event

will show as Red for easier discriminate. Click the Background/Font color on the

desired event as show in the following figure:

Smart Access Manager - Customize

User Interfacs || Advanced || Scheduls |

X

Event

Alarm OFF

Alarm OW

A1 transaction cleaed

At passback-Harnd (THY

At passhack-Hard (OTT)
At passhack-Hard [TA] N}
At passhack-Hard [TA] OUT)
Aot passback-Soft JN)

At passback-2oft (OTT)

At passhack-Boft [TA] (N
At passhack-Boft [TA] (OUT)
Break-in

Card deleted {IN}

Card deleted (OUT)

Background Color | Font Color

L

=N
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4 Tools

4.1 Backup and Restore Tool

This tool is used to backup the whole database into one file or restore from

one file. If you are using MSDE or SQL 2000, you must install the SQL Client and SQL
XMO from CD.

4.1.1 Backup database
1. Execute Start\Program Files\Smart Access Manager\Backup and Restore Tool

2. Click Backup button

& SAM Backup/Restore Tool

SmartKey
Smart Access Manager

Database backup and restore tool

%’ Backup

? Restore

Copyvright (23 2005-2007 Smart Key Internations] Limited.

3. Click =1 button to select the target folder
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SAM Backup X

\ Please select folder and file name. Click "Backup Mow" will stert to backup all
| BAM dats tocloding Hardware sething, Card Holders, Tranzaction, Timetables,

'\,_\l_,/ Croup.
Backup Folder:
cy (]
File name:
(%) e date time as file name
() Use the file name:

3’ Backup Now Close
-

4. Click Backup Now button

5. When finish, a message will appear
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Restore database

P.45

1. Execute Start\Program Files\Smart Access Manager\Backup and Restore Tool

2. Click Restore button

SAM Backup/Restore Tool

SmartKey

Smart Access Manager

Database backup and restore tool

%’ Backup

? Festore

Copyright (03 2005-2007 Simart Kew International Limited .

3. Click D button to select the source folder

SAM Restore X

Pleaze select the file to be restore. Click Eestore Now" will start to owerwrite all
( | exizting S48 data incloding Haxdware sethng, Card Holders, Transction,
\,_\r/ Timetables, Group. After restore, the databasze will upgraded to newest format.

Eestore from file:

|C:\1234156.sa.m |[:]

Confing to restore

(%) T agree all corrent SAM data o replace and uperade after restore. |
(3 T don't want restore

-
‘ )‘ Eestore How ‘ ‘ Closs ‘

4. Click “I agree” button

5. Click Restore Now button to begin the restore

6. When finish, a message will appear
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4.2 Language Translation Tool

P.46

it
il

) This Tool is used to translate the language.

4.2.1 Create Target language file

In Windows Explorer, Open the SAM directory at C:\Program
Files\SmartKey\Smart Access Manager\V20\Language

Copy a the eng.xml(or other language file) into own.xml(or other name)

Execute Start\Program Files\Smart Access Manager\Language Translation Tool

Click =1 to select the source and target file as the following

& SmartKey Language Translation Tool

i @ Revert all [ Save Target |14 4 |4 of 507 | b M | X | - % 0
_--; Sommee: |0 \Program Files@martKewi®mart Access Manager V20 Languageleng xml
| Target File: |C:\Program Files\Smarti evtSmant Access ManagerW 20\ Languageiown xomnl
Kew: Source Value: Target Value:
LANGUAGE_MNAME English English
Key Source Value Target Value -
HOLIDAY Holidaxw Holidaxw
CLEAR CON_WARNING Clear Conteoller's memory will cange doors can't be open and. .. | Clear Controller's memors will o
LANGUAGE_ID 1433 1432
» LANGUAGE_NAME English
LANGUAGE_IRRIGHTTOLEFT fals= false
LANGUAGE _FONT_NAME Arial Arial
LANGUAGE_FONT_RIZE 9 9
PLEASE_SELECT _CONTEOLLER Please select the controller. Please select the controller.
PLEARE_SELECT _CLELR_OFTION Pleaze select clear controller's option. Pleaze select clear controller's apl
SYNC_FAIL Sy Fail e Fail
SYNC_COMPLETE Sy Complete Sy Complete

Mo Controller slected.
o Options selected.
WORKING.. Warking... Warking. ..

TOTAL_F1 Total: {0} Total: {0} v

Mo Controller slected.
No Options selected .

NO_COMTROLLER _SELECTED
NO_OPTIONS_SELECTED

5. Select the row and change the value of Target Value in the box

Kew: i Source Value: Target Value:
LANGUAGE MAME English English
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6. Click Save Target button to save the translated file or click Revert all to restore

the last saved file.

5.¢ Some field must change:
® [ANGUAGE_ID
® [ANGUAGE_NAME
® [ANGUAGE_ISRIGHTTOLEFT
® [ANGUAGE_FONT_NAME
® [ANGUAGE _FONT SIZE
For the LANGUAGE_ID and LANGUAGE_NAMIE, it is required to be unique in exist
language. The following is the ISO standard language ID:

LANGUAGE_ID LANGUAGE_NAME
1 Arabic
4 Chinese
9 English
1025 Arabic — Saudi Arabia
1026 Bulgarian
1027 Catalan
1028 Chinese — Taiwan
1029 Czech
1030 Danish
1031 German — Germany
1032 Greek
1033 English — United States
1034 Spanish — Traditional Sort
1035 Finnish
1036 French — France
1037 Hebrew
1038 Hungarian
1039 Icelandic
1040 Italian — Italy
1041 Japanese
1042 Korean
1043 Dutch — Netherlands

1044 Norwegian — Bokmal
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1045
1046
1047
1048
1049
1050
1051
1052
1053
1054
1055
1056
1057
1058
1059
1060
1061
1062
1063
1065
1066
1069
1070
1071
1072
1073
1074
1076
1077
1078
1080
1081
1082
1084
1085
1086
2049
2052

Polish
Portuguese — Brazil
Rhaeto-Romanic
Romanian
Russian
Croatian
Slovak
Albanian
Swedish
Thai
Turkish
Urdu
Indonesian
Ukrainian
Belarusian
Slovenian
Estonian
Latvian
Lithuanian
Persion
Vietnamese
Basque
Serbian

Macedonian (FYROM)

Sutu

Tsonga
Tswana

Xhosa

Zulu

Afrikaans
Faeroese

Hindi

Maltese

Gaelic

Yiddish

Malay — Malaysia
Arabic - Iraq
Chinese — PRC

P.48
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2055
2057
2058
2060
2064
2067
2068
2070
2072
2073
2074
2077
3073
3076
3079
3081
3082
3084
3098
4097
4100
4103
4105
4106
4108
5121
5127
5129
5130
5132
6145
6153
6154
7169
7177
7178
8193
8201

German — Switzerland
English — United Kingdom
Spanish — Mexico
French — Belgium
Italian — Switzerland
Dutch — Belgium
Norwegian — Nynorsk
Portuguese — Portugal
Romanian — Moldova
Russian — Moldova
Serbian — Latin
Swedish - Finland
Arabic — Egypt

Chinese — Hong Kong SAR
German — Austria
English — Australia
Spanish — International Sort
French — Canada
Serbian — Cyrillic
Arabic — Libya

Chinese — Singapore
German — Luxembourg
English — Canada
Spanish — Guatemala
French — Switzerland
Arabic — Algeria
German — Liechtenstein
English — New Zealand
Spanish — Costa Rica
French — Luxembourg
Arabic — Morocco
English — Ireland
Spanish — Panama
Arabic — Tunisia
English — South Africa

Spanish — Dominican Republic

Arabic — Oman
English — Jamaica
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8202
9217

9226
10241
10249
10250
11265
11273
11274
12289
12298
13313
13322
14337
14346
15361
15370
16385
16394
17418
18442
19466
20490

Spanish — Venezuela
Arabic — Yemen
Spanish — Colombia
Arabic — Syria
English — Belize
Spanish — Peru
Arabic — Jordan
English — Trinidad
Spanish — Argentina
Arabic — Lebanon
Spanish — Ecuador
Arabic — Kuwait
Spanish — Chile
Arabic — U.A.E.
Spanish — Uruguay
Arabic — Bahrain
Spanish — Paraguay
Arabic — Qatar
Spanish — Bolivia
Spanish — El Salvador
Spanish — Honduras
Spanish — Nicaragua
Spanish — Puerto Rico
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