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1. Before installing Access Control System

1.1. Components

® Master Controller

® SmartHub

® Door Control Unit

® Card Reader
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® Card Reader with display

(TA Terminal)

® USB Cable

® Ethernet Cable

® Power Cord
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1.1. Familiarizing the system

Figure la. Front panel of Master controller

SmartKey

ACCESS CONTROL SYSTED

Figure 1b. Rear panel of Master controller

Wiring hole

100V = 240V

m Usg Ethemet
ON OFF
=0 |
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Table 1a. Panel description

Number ltem Description

Front Panel
1 Power Green LED turns on when AC power is connected.
2 Online Flashing yellow if the Master controller is in normal operation state
3 usB LED is on when USB is connected to computer
4 Ethernet LED is on if Ethernet is connected and detected
5 Alarm LED is on when external alarm is active

Rear Panel
6 Battery Switch When internal backup battery is installed and connected, the switch

can turn on/off the battery power

7 usB USB socket to connect to PC
8 Ethernet 10 base Ethernet socket
9 Power socket AC 100-240V Power input

Note:

® Do not connect both USB and Ethernet at the same time. Master controller will not work properly if

both are connected

® If Master controller uses internal backup battery and AC power is not connected, Power LED will turn

off but Online LED will still be flashing.

® The Master controller will charge the internal battery if AC is detected whenever the battery switch

turn on or off.
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2. Hardware installation

2.1. Hardware overview

The following table lists the usage of hardware in the system.

Table 2a. Device usage

Icon

Device

Usage

Computer

Manage access right

View Reports

Store transactions in database

Master Controller

Offline operation

Decision Making

Temporary store transactions

4 Ports for Devices

Smart Hub

(optional)

Expand from 1 port to 8 ports

Door Control Unit

(DCU)

Control one door

Connect to In and Out Readers

Manual Release button input

N.C./N.O. relay output to control electronic door

lock

Card Reader

Read RFID
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Table 2b. Cable specification

Number Network Type Cable Type Maximum Maximum Baud rate
length (meter) length
(feet)
1 UsB usB 5 16.5 12 Mbps
2 Ethernet CAT5S 100 330 10 Mbps
3 RS485 Twisted pair 1200 4000 38.4kbps

2.2. System wiring

Unless specified, all SmartKey devices require 12VDC (+/- 3V).

Figure 2e. System wiring

RS5485
SAM Master Controller
Smart Hub 1 Smart Hub 2
5485
: P i @ NN
Door 1 Smart Card Reader Door Control Unit
Il §

; '\.

Door 2 Smart Card Reader Door Control Unit
9 "’\

Door Control Unit
Smart Card In Reader

Door n @

Smart Card Qut Reader
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2.3. Master controller wiring
Figure 2f. Master 1/O

Master controller is used to link up the system and computer. Either
USB or Ethernet can be used. -
R+ | O | ToDCU/
R- ®) Smart Hub
For the maximum length, please refer to table 2(b). S
R+ | O To DCU/
R- O Smart Hub
Master controller has 4 RS-485 1/0 ports for connecting to Devices. A —
R+ | O To DCU/
device can be a DCU, a TA terminal, or a Smart Hub. That is one R- | O | SmartHub
] =
master controller can be connect up to 4 DCU (or TA terminal) without Rt | O | Tobcu £
R- O Smart Hub ac:L
Smart Hub or connect up to 32 DCU (or TA terminal) with 4 Smart Hub. T =
R+ | O | 12vDC &
o >
Using twisted pair wire is recommended for better RS-485 RO oedt 2
L R+ | O | Alarm
transmission. R | o | input
Master controller has one 12VDC output. The maximum output for to Bk bt
that power is 1.5A.
Merv?;i%:;ikup
Note:

® Connect the Backup battery to socket before use.
@ If connect Master controller to computer via Ethernet hub, please use straight cable.

® If connect the Master Controller direct to computer via Ethernet without hub, please use

crossover cable.
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2.4. DCU wiring

Figure 2g. Door Control Unit I/O

2.4.1. Door Control Unit

O | +12v NC
|_|____| To Door Lock
To IN Reader © | enp . el
O | R+ Relay NO
O R- LED
. From Release
Install the DCU near the electronic door lock. Record — . T
le) +12V
. To OUT O | GND
the serial number of the DCU because the PC software Reader oOlrRt 94
— x @
o|rR _*£°
S.A.M. uses the serial number to identify the location e 0000

Power
LED

of the unit.

To Master Controller/
Smart Hub

DCU has 3 RS-485 1/0 ports. Two of which are used
to connect to IN-Card Reader and OUT-Card Reader.

The other port is to connect to the Master Controller ( or HUB).

DCU has one release button input for exit button. Use a dry contact manual switch and connect the two
terminals to the pins. DCU has a relay output for the Door lock. Normal Open (N.O.) and Normal Close

(N.C.) contacts are provided.

All +12V Powers and GNDs in DCU are internally connected. Usually connect a +12VDC power to the port
for Master Controller. Connect the RS-485 line to R+ and R-. Do not feed back the power and ground to

the master controller.

The Power LED will turn to red when power is on; and it will turn to green when the DCU has proper

communication with the master controller.

The Relay LED goes off when the relay is turned on.
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2.4.2. Smart Hub Figure 2h. Smart Hub 1/O
+12V T
GND | O Input Power

Smart Hub can expand a RS-485 port from the master controller to 8 R [0  Fomweser

R+ O Controller
RS-485 1/0 ports to connect with DCUs or TA terminals. < o]

- & To DCU
The Power LED will turn to red when power is on; and it will turn to green :; g ToDCU
when the Smart Hub detected the Master controller. R [O] oocu

R+ | O

R [O] ToDCU

R | O |

R | 91 1opcu

R+ | O |

R 91 opcu

Rt | O]

RO opcu

Rt | O]

R [O] ToDCU

R | O |

2.5. Power consumption

When +12VDC power supply is used.

Table 2c Devices Power

Device Average current consumption
Smart Hub 120mA
Door Control Unit 100mA
Card Reader 50mA
Display Reader 120mA
Electric Lock* 1A

*Please refer to manufacturer’s manual
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3. Software Installation

3.1. Software overview

Smart Access Manager (SAM) is developed with last Microsoft .Net technology. It is based on
client-server modal so that SAM can be installed on multiple computers connected to the Microsoft SQL
server. For large scale modal, the Master controller is connected to SAM via Ethernet even VPN remote

site.

If you have your own SQL server, you can choose to connect it during the database setup. If you do not
have one, the installation disk provides the free license ‘Microsoft SQL 2005 Express’, and it can be installed

onto a standalone PC and run.

3.2. Installation

3.2.1. Install Smart Access Manager

1. Insert companion CD (for example E:\)
2.  Execute E:\SAM\Setup.exe

3. Follow the instruction of the setup
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3.2.2. Install Database for SAM
SAM support both MSDE 2000 and SQL 2005, for faster computer (800MHz CPU or higher), we suggest SQL

2005 Express. You can choose install either of them.

Table 3a comparison between MSDE and SQL Express

Feature MSDE2000 SQL 2005 Express
Windows 9X, ME ( J ( J
Windows 2000, XP ( J ( J
Windows Server ( J ( J
Windows Vista .J . J
sSQL agent [ J .J
Report Server [ J . J
Minimum processor 166 MHz 600 MHz
Minimum Memory 128 MB 192 MB
Hard disk space 44 MB 350 MB
Database size limit 2 GB 4 GB
Maximum # of processors 2 1
Maximum Memory 2GB 1GB
License Free for 5 User Free for 5 User
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3.2.3. Install MSDE 2000A

1. After successful installation of SAM, a dialog (Figure 3a) appears

2. click Install MSDE2000A (if required)

3. Wait the install screen closed, no button is required to click.

3.2.4. Install Microsoft SQL 2005 Express

1. After successful installation of SAM, a dialog (Figure 3a) appears

2. click Install Microsoft SQL 2005 Express (if required)

3. check “l accept the licensing terms and conditions” and click Next

4. click Next until finish

Figure 3a
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8 Connect to SAM Server

SmartKey
Smart Access Manager

Database setup tool

La. Tnstall Microsoft MEDE 20004
OR
b [nstall bicnosodt SOT S005 Expres: (PG

Tnstall Microsoft 30L Manasement Studio Express

Setop 34M Connection
Create 341 Database

Cloge this window

</0{,>

Copyright (23 20060 Smart Keyw Internatinnal Ltd .

3.2.5. Install SAM database
(Skip this part if SAM database is already installed)

1. Click Setup SAM Connection as shown in Figure 3a

13

2. Click Test Connection, a message should display “Connect Success, but the database not found. Please

go to next step to create new database.”

3. Click OK of the message

4. Click OK as shown in Figure 3b

5. Click Create SAM Database as shown in Figure 3a

6. Click Create database as shown in Figure 3c

7. A Message should display “Create database successfully”

Figure 3b
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Connection Settings

Server name:
| QocellSQLExpress | Refesh
Diatabase:
SAM |
Log O to the Server

(%) Use Windows Authentication
() e 301 Server Authentication

(o] (o

Create Database

To create new SA4M databaze, click “Create Database”.
Make sure Microsoft S0L server was nstalled and make conmmection
settings before you create SAM databaz.

«

Crsts Dubess | l Cancel I

3.2.6. Connecting to Existing database

(Repeat this part on each computer which use SAM)

1. Click Setup SAM Connection as shown in Figure 3a

2.  Type the Server name you want to connect existing database, for example,

® MSDE: “localhost”

® SQL 2005 Express:  “localhost\SQLExpress”

3. A message should display “Connection success to database”

4. No need to create database

Note:

14

Figure 3c
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If you cannot connect to remote database, check

® Both the server and client computer has allow TCP port 1398 for firewall

® Check the client’s access right to the database server

® Set SQL Server allow remote connection:

W For SQL 2005 Express

1.  Click Start\Program Files\Microsoft SQL 2005 Server\Configuration Tools\ SQL Server

Surface Area Configuration

2.  Click Surface Area Configuration for Services and Connections (figure 3d)

3.  Click Remote Connection on the left panel (Figure 3e)

4. Click Local and remote connections and Using TCP/IP only on the right panel (Figure 3e)

5. Click OK to save setting

6. Restart windows or SQL Express services

B For MSDE 2000A

1. Install Microsoft SQL Management studio express on server

2. Login to server via Management studio express

3.  Onthe left hand side Object Explorer, right click the server and click Properties

4. Select Connection page on the left hand side of Server Properties window

5.  Check Allow remote connection for this server (Figure 3f)

6. Click OK to save setting

7. Restart windows or SQL Express services

Figure 3d
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2005 Surface Area Configuration

Microsoft:

SQL Server2005

Help Protect Your SQL Server

42 \Nindows Server System

Minimize SQL Server 2005 Surface Area

0L Berver 2005 improves manageability and security by giving ad mindstrators more control over the surface area of local
and remote instances of 3QL Server 2005, With the 30L Server 2005 Sudace Area Configuration tools, wou can easlr:

= Disable winsed services and network protocols for remote connections.
= Dizable wansed featores of 30L Server components.

For new installations, nse these tools o enable required features, services, and network protocols that ave disbled by default.
For upgraded instances, ns thess tools to identify and disable wnvsed featores, srvices, and protocols.

@  Read more about configuring the SQL Server surface area.

Configure Surface Area for localhost (change computer)

ﬁ Surface Area Configuration for Services and Connections

% Surface Area Configuration for Features

Figure 3e

“ Surface Area Configuration for i ions - localhost

) 8QL Server 2005 Surface Area Configuration
& Help Protect Your SQL Server

Enable only the srvices and connection types vsed by vour applications, Disabling wnused services and connections helps protect vour
server by reducing the surface area. For default settings, see Help.

Select a component and then configure ite services and commections:

= L:.j SOLEXPRESS By default, SQL Server 2005 Express, Evaluation, and Developer editions allow local
= L] Ditshase Enei chent connectons only. Enterprise, Standard, and Workgroup editions alwo listen for
Tgine remote client connectons over TCEIP. Use the options below to change the protocol: on
which 80L Server listens for incoming client conmections. TCPAP is preferred over named
pipes because it requires fewer ports to be opened across the firewall.

Service
B L B Femnote Connections
= |, SQL Server Browser

Service

(%) Local connections only
() Local and remote connections

™ by Instance | View by Component

OK [ Camcel |[ Amly |[ Heb

Figure 3f
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§ Server Properties - TTSERVER

Selectapage

15 Datahaze Settings
5 Advanced

Server:

TTRERVER

Connection:
=

W View rommertinn nmmeries

‘L_?SScript - EHelp

Connectinns

Pl azarnum number of concurrent connechons (0 = wnlimited ):

[] Use guery governor to prevent long-running queries

D

Leefault connection ophions:

E implicit transctions
[] euwsar close on cormmit
[] et warnings

[] ansi padding

[]AWSI NULLE

il arithmetic abort

[] ewithmetic ignore

il quoted. identifier

|:| 1o count

Remote server connections

Allow revnote connections to this server
Eemote query imeout {in seconds, 0 = no timeout):

17



